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1 — What is AWS Transit Gateway and why do
we use it in large-scale cloud networks?

Short overview of the purpose of Transit Gateway, the architectural gap it solves, and how it centralizes
network connectivity.

2 — Understanding the Core Transit Routing
Architecture inside AWS Transit Gateway

Short description of internal routing domains, attachments, path selection logic, and traffic propagation
principles.

3 — How Transit Gateway Integrates with
VPCs Using Attachments, Route Tables, and
Propagation

Short description of VPC attachment behavior, how routes propagate, and how inter-VPC communication is
established.

4 — Multi-Account Network Architecture
Using AWS Transit Gateway and AWS
Organizations

Short description of how TGW enables large, multi-account environments and interacts with RAM, SCPs, and
shared services VPCs.

5 — Multi-Region Transit Gateway
Architectures and Inter-Region Peering

Short description of TGW-TGW peering, cross-region routing flows, and global network expansion.

6 — Centralized Egress, NAT Consolidation,
and Internet Boundary Patterns with Transit
Gateway

Short description of building centralized outbound access and internet boundary architectures.


af://n0
af://n2
af://n4
af://n6
af://n8
af://n10
af://n12
af://n14
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14 — Designing Highly Available, Resilient,
Multi-Region Enterprise Networks with TGW

Short description of HA design, fault-domain distribution, and multi-region failover patterns.

15 — Routing Between VPCs, Data Centers,
and SD-WAN Systems via Transit Gateway

Short description of branch-to-cloud, SD-WAN integrations, overlapping CIDRs, and advanced routing
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16 — Transit Gateway in Shared Services and
Hub-and-Spoke Architectures

Short description of hub-and-spoke centralization, shared services isolation, and access-control flows.
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18 — Cost Architecture for Transit Gateway
Across Accounts and Regions
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designs.
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Question 1 — What is AWS Transit Gateway
and why do we use it in large-scale cloud
networks?

1 — The core purpose of AWS Transit Gateway and the architectural gap it solves

AWS Transit Gateway exists as the large-scale cloud routing backbone that replaces the limitations of early
AWS networking models. When AWS first released VPCs, each VPC served as a strict isolation boundary with its
own routing tables, security controls, and CIDR ranges. While this architecture enabled tenant separation and
security isolation, it became insufficient for enterprises when dozens or hundreds of VPCs had to
communicate in a predictable, governed, transitive manner. Traditional VPC Peering provided point-to-point
connectivity but lacked transitive routing, created N2 mesh complexity, and had no central governance
mechanism. Transit Gateway was introduced to provide a cloud-native routing core that centralizes, simplifies,
and governs multi-VPC, multi-account, and hybrid connectivity at massive scale.

The TGW eliminates mesh sprawl by introducing a managed regional routing fabric with transitive connectivity.
It also allows routing policies, segmentation, route propagation rules, and traffic engineering—capabilities that
previously required expensive physical routers or complex SD-WAN deployments. As a result, Transit Gateway
becomes the backbone of large AWS organizations.

2 — How Transit Gateway works as a distributed regional routing fabric

Transit Gateway is not a single router; it is a distributed control-plane and data-plane system deployed across
all Availability Zones in a region. Each AZ contains TGW nodes represented as ENIs (elastic network interfaces)
that terminate attachments from VPCs, VPNs, Direct Connect, and peered TGWs. These nodes collectively
maintain forwarding state, route table consistency, failure domain isolation, and high throughput. From the
user's perspective, TGW behaves as a single logical router, but internally AWS distributes the load and ensures
high availability by spreading the forwarding infrastructure across multiple AZs.

This distributed architecture eliminates the traditional problem of hardware choke points. Since routing occurs
inside the AWS backbone and traffic remains local within the region, TGW can scale horizontally without
requiring the user to manage appliances, clustering, or failover.

3 — Why TGW is essential for multi-account enterprise network design

Modern AWS organizations commonly operate hundreds of accounts, each with multiple VPCs. Without TGW,
inter-VPC routing would require mesh peering or custom networking hubs. Transit Gateway removes this
complexity by integrating with AWS Resource Access Manager (RAM), allowing a central networking account to
share the TGW with other accounts. Application teams can operate independently while the central
infrastructure team maintains routing governance.
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The separation of operational ownership (application teams owning their VPCs) and routing governance
(central team owning TGW) is critical in large companies. It prevents accidental route leakage, maintains
consistent policies, and simplifies audits and compliance.

4 — The importance of transitive routing and how TGW enables it

The key innovation of TGW is transitive routing. That means traffic entering from VPC-A can exit toward VPC-B
using the TGW without requiring a direct link. This eliminates the “all VPCs must be peered manually”
constraint. Transitive routing through TGW allows creation of segmented environments, shared service layers,
centralized egress, and inspection architectures.

This capability fundamentally transforms cloud networking from fragmented islands into a cohesive enterprise
network where routing can be shaped, restricted, expanded, and governed centrally.

5 — Diagram: Transit Gateway as the central backbone of a multi-VPC environment
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This diagram represents the TGW region-wide distributed routing fabric serving as the central point of multi-
VPC and hybrid connectivity. Each attachment participates in routing through TGW route tables. TGW handles
all transitive routing, segmentation, and connectivity control.

Question 2 — Understanding the Core Transit
Routing Architecture inside AWS Transit
Gateway

1 — How attachments, associations, and propagations define TGW routing behavior
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Transit Gateway routing revolves around the concepts of attachments, associations, and propagations. An
attachment is a logical link between a resource and the TGW. Each attachment is associated with exactly one
TGW route table, meaning all traffic entering through that attachment is processed using that table.
Propagation determines whether that attachment’s CIDRs appear in specific route tables. Association controls
inbound decision logic, while propagation controls outbound reachability.

This decoupling of association and propagation is one of TGW's most powerful capabilities because it allows
fine-grained segmentation. For example, a VPC may propagate its routes to a shared services route table
without consuming that table for inbound traffic. This makes it possible to construct one-way paths, firewalled
hops, and central security inspection layers.

2 — Internally how the TGW forwarding plane works

Internally, TGW uses a high-performance, multi-AZ distributed forwarding plane. Each attachment creates ENIs
in every AZ where TGW is deployed. When a packet enters through one of these ENIs, TGW consults the route
table associated with that attachment to determine the correct egress attachment. Because TGW nodes share
control-plane state, route tables remain consistent across AZs. The forwarding decision is then executed locally
in the AZ where traffic arrived, and the packet is carried through the AWS backbone to the correct destination.

This eliminates single points of failure and allows TGW to operate at scale without needing manual failover,
redundant appliances, or BGP failover configurations usually required in on-premises routers.

3 — How route tables define segmentation and routing domains

Transit Gateway route tables operate similarly to VRFs but are far easier to build, maintain, and govern. Each
route table defines a routing domain. You can create many route tables to enforce isolation between
environments such as development, production, security, and shared services. Each route table contains static
routes (manually configured) and propagated routes (coming dynamically from attachments).

By controlling propagation boundaries, we decide whether a given VPC or on-premises network becomes
visible to other networks. This is essential for zero-trust routing, compliance segregation, and regulated
workloads.

4 — Diagram: Internal TGW routing architecture, showing route tables, associations, and propagations
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This diagram demonstrates how each attachment interacts with routing tables through associations (incoming
traffic routing decision) and propagations (outgoing advertisement). By manipulating these, we create secure,
multi-domain routing structures.

5 — Fault tolerance, scaling, and high availability built into the TGW design

TGW automatically deploys multiple distributed router nodes across all Availability Zones. Because the design
is horizontally distributed, failure in one AZ does not interrupt routing. VPC attachments also span multiple
subnets across AZs, ensuring data path resilience. Scaling is achieved through AWS-managed elasticity.
Customers do not manage hardware, cluster scaling, or failover logic.

This cloud-native design enables enterprises to use TGW as a core backbone knowing the system is resilient
without manual intervention.

6 — Why TGW becomes the foundation for all further architectural components

Transit Gateway's routing model, segmentation control, and distributed architecture create the foundation on
which multi-account networks, multi-region peering, centralized security layers, traffic engineering, hybrid
connectivity, SD-WAN integration, and global inspection pipelines are built. All subsequent questions in this
topic build upon this internal routing model.

Understanding these internals allows us to design reliable, scalable, and governed enterprise networks on
AWS,

Question 3 — How Transit Gateway
Integrates with VPCs Using Attachments,
Route Tables, and Propagation

1 — Understanding how VPC attachments are created and how they function inside the TGW
architecture
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AVPC attachment is the logical construct that binds a VPC to a Transit Gateway, establishing bidirectional
routing between the two. When we create a VPC attachment, we must specify at least one subnet per
Availability Zone where the VPC resides. TGW then deploys elastic network interfaces (ENIs) into those subnets,
which act as the physical ingress and egress connection points for traffic flowing between the VPC and TGW.
These ENIs are crucial because they localize traffic routing to the AZ level, enabling fault tolerance and
ensuring that AZ-level isolation is maintained. When traffic leaves the VPC heading toward another VPC or on-
premises environment, it traverses the VPC route table, reaches the attachment ENI, and enters the TGW's
regional routing plane.

The attachment is not merely a connection link; it becomes part of the TGW routing fabric, inheriting routing
behavior based on associations and propagations, and playing a role in route visibility and path selection.

2 — How route table associations determine the routing domain for incoming traffic

Every attachment must be associated with exactly one TGW route table. This association decides which routing
domain handles traffic arriving from that attachment. If a VPC is associated with Route Table A, then any traffic
initiated inside that VPC and destined for another network is evaluated against the entries in Route Table A.
This mechanism allows us to assign VPCs to different connectivity domains: production VPCs can be associated
with a production routing domain, dev VPCs with dev routing tables, and shared services VPCs with dedicated
tables.

Because association governs only inbound decision-making, two VPCs may be associated with the same or
different route tables without affecting whether their CIDR blocks propagate elsewhere. This separation is
what gives TGW architectural precision and prevents accidental cross-domain traffic.

3 — How propagation determines route visibility and outbound reachability

Propagation controls whether a given VPC attachment advertises its CIDRs into a specific TGW route table. If a
VPC propagates its CIDR into Route Table A, any other attachments using Route Table A as their associated
routing table can reach that VPC. If propagation is disabled, the VPC becomes invisible to that routing domain.
This enables isolation scenarios such as making a dev VPC reachable from a shared services VPC but not from
production, or constructing one-way communication paths, or forcing all ingress to pass through an appliance
VPC for inspection.

Propagation is dynamic, meaning that when VPC CIDR ranges change or secondary CIDRs are added, TGW
updates routing information automatically across route tables where propagation is enabled.

4 — VPC route tables and how TGW routes are inserted into VPCs

Inside each VPC, we must add a route in the VPC route table pointing to the Transit Gateway attachment for
destinations outside the VPC's own CIDR. When the TGW attachment is created, AWS does not automatically
insert routes inside the VPC. Instead, network administrators must manually configure routes that define
which prefixes should be sent to TGW. This ensures that the VPC retains control over outbound traffic and
does not inadvertently allow all internal traffic to reach external networks.



The VPC route table therefore works together with the TGW route table. The VPC route table chooses TGW as
the next hop, and the TGW route table chooses the correct destination attachment.

5 — Diagram: VPC attachment workflow showing association and propagation logic
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This diagram demonstrates how VPC attachments can be associated with different route tables and propagate
into others. The shared services VPC propagates everywhere, while production and dev only propagate to
specific domains. This enables selective reachability and strict segmentation.

6 — How TGW ensures transitive routing between VPCs after integration

Once associations and propagations are set correctly, TGW automatically provides transitive routing. VPC-A
does not need to peer directly with VPC-B. As long as their subnets appear in a common route table and they
have TGW routes pointing outward, TGW handles all intervening paths. This drastically simplifies topology
design and eliminates mesh growth.

This transitive capability is the foundation for all multi-account and multi-region topologies discussed in
upcoming questions.

7 — Why VPC integration with TGW is the fundamental building block of large AWS networks

Every large AWS network starts with consistent and well-governed VPC-to-TGW integration. When VPC
attachments, associations, and propagations are defined cleanly, the entire enterprise network behaves
predictably. Any error at this stage often creates silent connectivity failures, one-way communication patterns,
traffic black holes, or unintended exposure.



Thus, mastering VPC integration with TGW is essential for constructing resilient, governed, large-scale AWS
network architectures.

Question 4 — Multi-Account Network
Architecture Using AWS Transit Gateway and
AWS Organizations

1 — How AWS Organizations and multi-account strategy require Transit Gateway

AWS Organizations enables enterprises to structure workloads into multiple accounts for security, blast-radius
isolation, compliance boundaries, and ownership delegation. As the number of accounts grows, network
connectivity becomes exponentially harder to manage without a central routing component. TGW solves this
by acting as the networking backbone owned by a central network account. Other accounts connect their VPCs
to the shared TGW while maintaining complete autonomy over workload deployments.

This separation ensures that application teams do not need deep networking knowledge while the networking
team can enforce centralized routing governance.

2 — AWS Resource Access Manager (RAM) and how it enables cross-account TGW sharing

Transit Gateway becomes truly multi-account only because of AWS RAM. RAM allows the central network
account to share TGW resources (such as the TGW itself and the attachments) with member accounts.
Application teams in other accounts can attach their VPCs to the shared TGW without owning or modifying the
TGW.

RAM also ensures that attachment creation is explicit and controlled, preventing unauthorized routing paths or
unexpected VPC integrations.

3 — Multi-account routing domains and how TGW route tables enforce segmentation

In multi-account networks, TGW route tables are organized into domains representing security tiers,
environments, or compliance zones. For example, production VPCs may all associate with a production routing
domain, dev VPCs with dev domain, and shared services with a shared domain. Propagation rules then enforce
what each domain can see.

This structure aligns with well-established enterprise segmentation models: prod must never talk to dev, dev
may require limited access to shared services, and some workloads must remain fully isolated except for
security inspection layers.

4 — Centralized security VPCs, shared services VPCs, and governance using TGW
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Enterprises commonly create shared services VPCs that host DNS services, authentication servers, CI/CD
runners, logging stacks, or licensing servers. These shared services must be reachable from multiple accounts
while still being isolated. TGW enables this by allowing the shared services VPC to propagate into multiple
route tables, while other VPCs propagate only into their own domain-specific tables.

This selective propagation model forms a clean, governed shared-services architecture without exposing
workloads across accounts.

5 — Diagram: Multi-account architecture using TGW and AWS RAM
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This diagram shows the central network account sharing TGW with multiple accounts. Each account attaches
its VPC to the TGW, while the TGW enforces routing governance via route tables.

6 — How multi-account governance, SCPs, and Guardrails complement TGW

Service Control Policies (SCPs) can restrict accounts from modifying TGW attachments, creating unauthorized
peering, or altering route tables. Combined with TGW, SCPs ensure that routing governance remains strictly
under network team control. Additionally, guardrails can restrict which regions workloads may deploy into,
complementing TGW's region-scoped architecture.

Together, TGW, RAM, and SCPs form a hardened multi-account routing governance model.

7 — Why TGW becomes the backbone of multi-account AWS enterprises



TGW centralizes routing, simplifies connectivity, defines boundaries, establishes governance, and scales
seamlessly as accounts grow. Without TGW, multi-account environments quickly degrade into inconsistent,
unpredictable, manually configured, and difficult-to-audit network meshes.

TGW provides the order, consistency, and central visibility needed for enterprise-scale AWS networking.

Question 5 — Multi-Region Transit Gateway
Architectures and Inter-Region Peering

1 — Why multi-region TGW architectures exist and what problems they solve

Enterprises rarely operate in a single AWS region. Production environments, testing environments,
compliance-mandated regions, disaster-recovery sites, latency-optimized regional clusters, and geographically
distributed user bases require multi-region connectivity. Without Transit Gateway, inter-region VPC
connectivity would rely on VPC peering or complex Direct Connect mesh routing, both of which become
operationally difficult at scale. Multi-Region Transit Gateway architectures solve this by enabling each region to
have its own TGW, and those TGWSs can be peered across regions through TGW inter-region peering
attachments.

This enables a cloud backbone that spans the globe, ensuring consistent routing, governance, security
controls, and segmentation across continents. The TGW-to-TGW peering allows transitive routing across
regions but still provides complete administrative control over route visibility.

2 — Understanding how TGW inter-region peering works internally

TGW inter-region peering does not use the public internet. Instead, AWS uses its private backbone, ensuring
low latency, high throughput, and encryption. When establishing inter-region peering, each TGW creates a
special attachment type called a peering attachment. These attachments exchange routing information
between the two TGWs. The routing relationship is not fully transitive: routes learned from one region are not
automatically forwarded to a third region unless explicitly configured. This prevents accidental global route
flooding and maintains regional segmentation and control.

The peering attachment behaves as a virtual link between the two regional TGWs. Each TGW treats the other
as an attachment that can propagate routes into its local route tables. Because these routes can be selectively
propagated, each region gains full control over which networks become visible to other regions.

3 — Regional routing domains and how segmentation is extended globally

Each region maintains its own independent set of TGW route tables. When peering two TGWs, we can choose
which route tables in Region A propagate into Region B and vice versa. This allows extremely granular
segmentation. For example, a production environment in Region A may be allowed to reach a shared services
environment in Region B but may not be allowed to reach development environments in Region B.
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This level of routing governance at global scale is impossible with simple peering models and demonstrates
how TGW evolves into a globally distributed but centrally governed routing backbone.

4 — Latency, path selection, and how AWS backbone optimizes cross-region flows

When a VPC in Region A communicates with a VPC in Region B through TGW peering, traffic never leaves the
AWS backbone. AWS chooses the optimal backbone path between the two regions, ensuring deterministic
performance and resilience. This improves security because no traffic touches the public internet and
improves reliability because AWS backbone paths have built-in redundancies across multiple physical cables
and global PoPs (Points of Presence).

AWS also optimizes path selection continuously, meaning inter-region peering automatically benefits from
internal backbone improvements without any customer intervention.

5 — Diagram: Multi-region Transit Gateway peering architecture
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This diagram visualizes the peering link between two TGWs in different regions. Each TGW uses route
propagation into its peering attachment, and each region independently controls which routing domains
become reachable across regions.

6 — Multi-region disaster recovery (DR) patterns enabled by TGW

Enterprises frequently deploy active/passive or active/active architectures across regions. TGW enables DR
flows by allowing networks in Region A to reach replicated workloads, databases, and shared services in
Region B. Because TGW peering produces deterministic routing, failover events can be orchestrated by
adjusting propagation rules or updating application-level failover settings without requiring changes to VPC-to-
VPC connectivity.

Additionally, centralized inspection architectures can be mirrored across regions to maintain consistent
security posture during failover scenarios.



7 — How TGW peering avoids overlapping CIDR issues across regions

Regions can have overlapping CIDRs without conflict because TGW route tables can restrict propagation and
isolate overlapping networks into separate routing domains. A network with overlapping CIDRs cannot be
propagated into the same route table as its counterpart, preventing collisions. This allows enterprises to reuse
addressing schemes in different geographies—an otherwise difficult challenge.

This feature is often essential for mergers, acquisitions, and legacy datacenter integrations.

Question 6 — Centralized Egress, NAT
Consolidation, and Internet Boundary
Patterns with Transit Gateway

1 — Why centralized egress exists and why TGW is the core enabler

In large enterprises, internet access must be controlled, logged, inspected, and audited. Allowing each VPC to
handle its own NAT gateways leads to cost inflation, inconsistent security posture, and operational complexity.
Transit Gateway enables organizations to build centralized egress architectures where all outbound traffic
from multiple VPCs is routed through a single egress or security VPC.

This architecture ensures consistent policy enforcement, reduces NAT gateway sprawl, and simplifies
compliance reporting by funneling outbound traffic through a central chokepoint.

2 — How centralized NAT and inspection VPCs integrate with TGW

A centralized egress VPC contains NAT gateways, firewalls, inspection appliances, or gateway load balancers.
This VPC is attached to the TGW and associated with a special egress routing domain. Other VPCs propagate
their default route (0.0.0.0/0) into this domain, while the egress VPC propagates specific routes that determine
how traffic returns to source VPCs.

This design ensures that outbound connections flow from the application VPC to the TGW, then into the egress
VPC, then to the NAT or firewall, and finally to the internet. The returning traffic uses TGW to reach the correct
originating VPC, guaranteeing symmetry.

3 — Route table manipulation to enforce routing into egress VPC

The core technique that enables centralized egress is combining selective propagation with static route
insertion. Application VPCs do not receive internet routes directly; instead, their TGW route tables include a
static default route that points to the egress attachment. The egress VPC's route table, on the other hand,
propagates all internal VPC CIDRs and maintains a static default route pointing to an internet gateway or
firewall.
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This architecture ensures outbound traffic must always pass through the egress VPC and cannot bypass
governance.

4 — Diagram: Centralized egress and NAT consolidation architecture
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This diagram illustrates an egress VPC acting as the internet boundary for all application VPCs routed through
TGW.

5 — Security and compliance enforcement via TGW-based egress

Centralizing egress allows enterprises to enforce IDS/IPS inspection, URL filtering, DNS filtering, TLS inspection,
and outbound threat detection. Firewalls deployed in the egress VPC can apply organization-wide policies with
guaranteed traffic redirection enforced by TGW route tables.

Since only the egress VPC is connected to the internet, all other VPCs remain fully private, improving security
posture.

6 — Why TGW drastically reduces NAT gateway costs

When every VPC has its own NAT gateway, cost multiplies linearly with the number of VPCs. By centralizing
NAT into a single egress VPC, the enterprise reduces NAT gateway count dramatically. Traffic routing at scale
through TGW is more efficient, controlled, and less costly.



This cost optimization often leads organizations with hundreds of VPCs to adopt centralized egress patterns
early in their cloud networking journey.

7 — The importance of symmetric routing and how TGW guarantees return path correctness

Centralized egress architectures require that return traffic flows through the exact reverse path for stateful
firewalls or NAT gateways. TGW ensures symmetry because the same routing table that forwards outbound
traffic also maintains propagation rules for inbound flows.

This eliminates routing asymmetry, a common cause of connection failures in poorly designed networks.

Question 7 — How AWS Transit Gateway
Works with On-Premises Networks via VPN
and Direct Connect

1 — Why enterprises need hybrid connectivity through TGW and how VPN and Direct Connect fit into
the global routing model

Enterprises typically maintain datacenters, branch offices, MPLS backbones, SD-WAN systems, or private WAN
circuits. To integrate these environments with AWS, networks must extend routing between on-premises IP
blocks and VPC CIDRs. Without TGW, each VPC would require individual VPN tunnels or DX connections, which
leads to operational duplication, inconsistent routing, uneven failover behavior, and complex troubleshooting.
TGW solves this by acting as the unified hybrid-cloud routing hub: all on-premises traffic enters AWS through
central VPN or Direct Connect attachments, and from there TGW distributes routes to all VPCs and enforces
segmentation.

This consolidation eliminates the mesh of point-to-point tunnels and creates a clean, deterministic, centrally
governed hybrid network.

2 — How VPN attachments operate inside TGW and how BGP sessions influence dynamic routing

A VPN attachment is created by connecting a customer gateway (CGW) device—representing an on-prem
router or SD-WAN device—to a Transit Gateway via a virtual private gateway-like interface. TGW establishes
two IPsec tunnels for resiliency, and over these tunnels BGP sessions are formed. BGP exchanges prefixes
between the datacenter and the TGW, allowing dynamic route propagation. This means the enterprise WAN
can advertise on-premises prefixes into TGW route tables, and TGW can propagate VPC CIDRs back to the
datacenter.

BGP dynamically updates routing information when failover occurs, when new CIDRs are added, or when
network topology shifts. This enables stable hybrid routing at scale, avoiding static route sprawl.
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3 — Direct Connect integration: how DX Gateway connects to TGW using transit virtual interfaces

Direct Connect provides a high-bandwidth, low-latency, private connection to AWS. To integrate DX with TGW,
we use a DX Gateway paired with a Transit Gateway Association. DX Gateway receives the customer’s on-
premises BGP sessions through a transit virtual interface (Transit VIF). The DX Gateway then associates with
the TGW, allowing routes to flow between the TGW and the on-premises environment without using the public
internet.

DX + TGW is the enterprise-grade hybrid model: DX provides predictable performance, while TGW distributes
all hybrid connectivity to VPCs, inspection VPCs, centralized egress layers, and multi-region backbones.

4 — How TGW manages segmentation for on-premises routes

Both VPN and DX attachments behave like any other attachment in TGW: they associate with one route table
and can propagate routes into others. This means segmentation applies equally to on-premises networks.
Production VPCs can reach only production datacenter segments, dev VPCs can reach limited datacenter
environments, and isolated VPCs can be fully blocked from on-prem access.

This segmentation is especially important because datacenters often contain sensitive legacy systems that
must not be reachable from all cloud workloads.

5 — Symmetric routing considerations for stateful on-premises firewalls

Many datacenter architectures contain stateful firewalls, load balancers, or security proxies. For these systems
to function correctly, return traffic must follow the same path as forward traffic. TGW achieves symmetric
routing by maintaining route propagation consistency: the same TGW route table that forwards inbound on-
prem traffic provides reverse routes for outbound traffic.

Failure to maintain symmetry leads to dropped packets, connection resets, or session timeouts. TGW
eliminates this by enforcing routing-domain consistency.

6 — Diagram: Hybrid connectivity using VPN and Direct Connect with TGW
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This diagram shows VPN and DX attachments feeding on-prem routes into TGW, which then distributes hybrid
networking across multiple VPCs with segmentation control.

7 — Why TGW simplifies WAN modernization and SD-WAN integration

Modern SD-WAN systems prefer a single cloud gateway rather than building tunnels into dozens of VPCs. TGW
provides this single endpoint. SD-WAN controllers can form BGP sessions only with TGW, and TGW distributes
the resulting routes to every VPC in the enterprise network.

This massively simplifies operations and aligns cloud networking with modern enterprise WAN transformation
strategies.

Question 8 — Advanced Routing Domains:
Segmentation, Isolation, and Multi-Tier
Routing

1 — Why enterprises need multi-tier routing and how TGW route tables make it possible

Different workloads inside an enterprise require different routing behaviors. Production workloads need
controlled access to shared services but must be isolated from development. Mission-critical workloads may
need priority routing or strict security controls. Isolation-sensitive workloads—finance, healthcare, regulated
data—must not be reachable by general-purpose VPCs. TGW solves this through multi-tier routing domains
built using multiple route tables.

Each route table becomes a logical routing tier, forming a layered routing architecture across accounts,
environments, and regions.

2 — Understanding segmentation boundaries and why propagation is the key enabler

Segmentation boundaries are created by controlling which attachments propagate into specific route tables. A
VPC may belong to a “Prod Routing Domain” but propagate only into a “Shared Services Domain,” thereby
allowing outbound access but not inbound. By adjusting propagation, we can enforce one-way flows, drop
paths, enforce security inspection hops, or create quarantined network zones.
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Propagation is the surgical tool of TGW segmentation: attachments appear only where we intend them to.

3 — Multi-tier security models using TGW route tables

Multi-tier segmentation often follows patterns:

Tier 1 — Highly restricted (regulated workloads, PCl, HIPAA, financial systems)
Tier 2 — Standard production

Tier 3 — Development

Tier 4 — Shared services

Tier 5 — Integration or sandbox

TGW route tables model these tiers by defining which tiers propagate into which. Tier 1 might only propagate
to shared services and not to any other tier; Tier 2 may propagate to shared and to specific partner networks;
Tier 3 may propagate only to shared and not to production.

This layered design ensures security policy consistency across hundreds of accounts and thousands of VPCs.

4 — How isolation is enforced even when CIDRs overlap

Many enterprises reuse address spaces across business units or regions. TGW prevents overlapping CIDR
conflicts by not allowing them to appear in the same route table. Overlapping VPCs can exist in separate
routing domains, and TGW will treat them as isolated networks with no path between them.

This is essential for multi-tenant environments, M&A integration, or staged migrations.

5 — Diagram: Multi-tier routing domains using TGW
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This diagram displays a multi-tier segmentation model where all tiers propagate into shared services, but tiers
do not propagate into one another.

6 — How TGW route tables enforce traffic control between tiers

By placing static routes only in specific route tables and propagating CIDRs only into specific tables, TGW
enforces traffic control at a structural level. No amount of application misconfiguration can bypass routing
boundaries defined by TGW. Even if security groups or NACLs are accidentally permissive, the routing
boundary itself prevents unapproved flows.

This enforces defense-in-depth: routing segmentation + subnet isolation + SG/NACL enforcement + appliance
inspection.

7 — Why advanced routing domains form the backbone of secure enterprise networking

Segmentation is not optional; it is a compliance and security requirement for enterprises. TGW’'s multi-domain
routing design prevents lateral movement across workloads, preserves least-privilege access, and ensures
predictable, audited connectivity patterns across hundreds of accounts.

This multi-tier routing domain model is what transforms Transit Gateway from a simple router into an
enterprise-scale backbone.

Question 9 — Traffic Engineering and Path
Control with Transit Gateway Route Tables

1 — Why traffic engineering is required in large-scale TGW architectures and what problems it solves

In enterprise environments hosting hundreds of VPCs, multiple on-premises data centers, SD-WAN fabrics, and
multi-region routing paths, the default routing behavior alone is insufficient. Different systems require distinct
paths based on latency, compliance, inspection requirements, or cost considerations. Traffic engineering
allows us to decide which path traffic should take when multiple paths exist and ensures consistent
connectivity workflows across massively distributed cloud environments. Transit Gateway becomes the
centralized control point from which routing teams shape, direct, prioritize, and restrict traffic flows.

Without traffic engineering, networks become unpredictable, often selecting suboptimal paths or bypassing
required security controls. TGW solves this with route tables, static route overrides, selective propagation,
asymmetric route shaping, and domain-based routing.
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2 — How static routes enforce deterministic path selection inside TGW

Each TGW route table may contain both propagated routes and manually configured static routes. When both
exist, static routes take precedence. This mechanism is the foundation of deterministic path control. For
example, if on-premises connectivity is available through both VPN and Direct Connect, we can use static
routes to prefer Direct Connect for specific CIDRs and allow VPN to act as failover.

This approach also allows construction of inspection-first architectures, where traffic to specific networks is
always forced through an appliance VPC, regardless of other available routes.

3 — How selective propagation prevents route flooding and enforces controlled reachability

Propagation is the key to shaping traffic from one domain into another. By enabling or disabling propagation
between attachments and route tables, we determine whether a network is even visible inside that routing
domain. Because TGW does not automatically flood routes across all route tables, each propagation decision is
deliberate.

This makes it possible to design one-way flows, deny access between tiers, or control whether entire
environments (e.g., dev, test, finance, regulated workloads) are reachable from shared services or external
networks.

4 — Building forced routing paths through security appliances using TGW

One of the most powerful use cases for traffic engineering is enforcing traffic inspection. By defining a static
default route in the TGW route table pointing to the inspection VPC attachment, we force all unknown traffic
through a firewall or appliance VPC. Simultaneously, we prevent VPCs from directly propagating their default
routes into the TGW. This creates a secure, deterministic path where all outbound traffic is routed through a
single security choke point.

This architecture prevents bypass of firewalls even in the event of misconfiguration inside VPCs.

5 — Multi-hop routing and chained routing domains using TGW

Transit Gateway can chain multiple routing domains using a series of route tables. For example, traffic may
flow from VPC — TGW Route Table A — Inspection VPC — TGW Route Table B — Direct Connect — On-Prem.
By carefully constructing these hops, we design multi-step flows that enforce inspection, isolation, rate limiting,
or compliance-specific boundaries.

This level of traffic choreography turns TGW into a full enterprise routing fabric rather than a simple router.

6 — Diagram: Traffic engineering using static routes, propagation, and forced inspection
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This diagram illustrates how traffic from various attachments is forced through an inspection VPC by using
static default routes and selective propagation.

7 — Why TGW traffic engineering is essential for predictable, compliant enterprise routing

Enterprises must meet regulatory requirements (PCl, HIPAA, SOX), undergo audits, prevent lateral movement,
and enforce inspection across all traffic. Without deterministic routing, gaps appear in the security posture,
leading to potential data leakage or bypass incidents. By combining static overrides, selective propagation,
chained route tables, segmentation, and appliance routing, TGW ensures the network remains predictable
regardless of the number of VPCs or accounts.

This transforms routing from reactive troubleshooting into proactive architectural governance.

Question 10 — Security Segmentation in
Transit Gateway Architectures

1 — Why security segmentation is mandatory and how TGW provides it structurally

Security segmentation is at the heart of enterprise cloud network design. It ensures workloads of different risk
levels—production, dev, finance, HR, PCl, shared services—remain isolated unless explicitly connected. TGW
provides segmentation at the routing layer, which is stronger than relying solely on security groups or NACLs.
Routing-layer segmentation prevents communication even if other layers are misconfigured, establishing a
defense-in-depth approach.

Because TGW is centrally governed, security segmentation becomes consistent across hundreds of AWS
accounts and thousands of VPCs.

2 — Designing segmentation with multiple TGW route tables
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Each route table represents a security or connectivity domain. Production workloads may associate with the
“Prod Domain,” while dev workloads associate with the “Dev Domain,” and regulated workloads associate with
the “Restricted Domain.” Propagation rules between these tables define which domains can reach which.

This approach builds organizational policies directly into the routing fabric. The segmentation model becomes
code-like, reproducible, traceable, and auditable.

3 — Enforcing least-privilege access between VPCs and shared resources

Most VPCs do not need to communicate with one another. Only a few require access to shared services such
as DNS, logging, Active Directory, or CI/CD. TGW segmentation ensures that dev VPCs cannot reach production
resources, and production VPCs cannot reach dev data unless explicitly configured.

By allowing only specific propagations, access becomes strictly least-privilege, eliminating unintentional east-
west connectivity.

4 — How zero-trust routing is implemented using TGW

Zero-trust means no implicit trust between networks. TGW enables this by forcing all connectivity decisions to
be explicit. A VPC does not automatically gain access to another VPC. Connections occur only if route
propagation is deliberately enabled, static routes are configured, and security boundaries are aligned.

This enforces the zero-trust principle that “everything is denied unless explicitly allowed.”

5 — Hybrid segmentation: isolating on-premises networks from cloud domains

Many datacenters contain legacy or sensitive systems. TGW allows segmentation between cloud domains and
on-premises networks by restricting which VPCs receive on-prem routes. Without enabling propagation of the
on-prem attachment into a given route table, that VPC simply cannot reach the datacenter.

This avoids accidental exposure of internal datacenter resources to dev or sandbox VPCs, protecting sensitive
systems.

6 — Diagram: Security segmentation with multiple TGW security domains
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This diagram shows how production and development environments remain isolated while both reach shared
services.

7 — Why TGW security segmentation is superior to relying solely on VPC security groups or NACLs

Security groups and NACLs operate at the instance or subnet level, but they cannot counteract routing-level
reachability. If two VPCs have a routing path between them, security groups must be perfectly configured at
both ends to prevent accidental exposure. Routing segmentation eliminates the path entirely; even if other
layers are permissive, traffic cannot flow.

This structural barrier is essential for compliance, risk mitigation, regulatory separation, and minimizing lateral
movement potential.

Question 11 — Integrating Transit Gateway
with Firewall Appliances and Security VPCs

1 — Why firewall and inspection VPCs are required and how TGW becomes the enforcement backbone

Enterprises must enforce deep packet inspection, intrusion detection, intrusion prevention, TLS visibility,
outbound filtering, inbound threat detection, and east-west traffic analysis. In on-premises environments this
is handled by physical firewalls or security clusters. In AWS, these requirements must be recreated using
virtual firewall appliances (Palo Alto, Check Point, Fortinet), Gateway Load Balancer-based appliances, or
custom inspection pipelines. TGW becomes the enforcement backbone because it can structurally route traffic
through an inspection VPC using static routes, propagation filtering, and appliance mode attachments.
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Without TGW, firewall appliances would need to be deployed individually inside each VPC or require complex
mesh routing—both operationally unscalable. TGW consolidates inspection, making it predictable and centrally
governed.

2 — How appliance mode works in TGW and why we use it for symmetric traffic inspection

Transit Gateway provides a special feature known as appliance mode. When enabled for a specific TGW
attachment, TGW ensures that packets entering the appliance VPC from any attachment will return to the
appliance via the same path. This is essential for stateful firewalls because they maintain connection states;
asymmetric routing breaks these states and causes dropped sessions. Appliancemode essentially “pins” the
attachment so that transit traffic flows symmetrically through the firewall VPC even when multi-AZ
environments create the possibility of different return paths.

Thus, appliance mode guarantees deterministic symmetric routing, enabling firewalls to operate reliably inside
cloud-scale architectures.

3 — Multi-AZ firewall deployment and how TGW ensures high availability

Firewalls in AWS must be deployed across multiple Availability Zones for high availability. A firewall VPC
typically contains a pair or cluster of firewall appliances in each AZ, fronted by Gateway Load Balancers or
auto-scaling virtual appliances. TGW integrates by providing an ENI attachment per AZ, ensuring that traffic
entering the firewall VPC is always routed to the matching AZ-local firewall.

This design prevents traffic hairpinning across AZs, reduces latency, and increases resilience. If an AZ becomes
impaired, traffic automatically shifts to the firewall tier in other AZs without packet loss or manual intervention.

4 — Building a centralized inspection architecture with dedicated inbound and outbound flows

Many organizations separate inbound and outbound traffic handling. Outbound flows pass through inspection
VPCs that contain NAT gateways plus firewalls. Inbound flows from the internet may first land in a DMZ VPC,
then pass into an inspection VPC, and finally reach application VPCs. TGW allows routing teams to define multi-
step flows using chained route tables that enforce these inspection pathways.

For example: Internet — ALB or Global Accelerator — DMZ VPC — TGW — Inspection VPC (firewall cluster) —
TGW — Application VPC. TGW enforces this sequence with static route overrides and propagation restrictions.

5 — Diagram: Firewall VPC integrated with Transit Gateway using appliance mode
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This diagram shows the Firewall/Inspection VPC acting as a mandatory security-hop enforced by TGW's
appliance routing logic and static default routes.

6 — How forced inspection routing works using multiple TGW route tables
Forced inspection is accomplished through a two-step routing architecture:

(1) Application VPCs use TGW Route Table A, which contains a static default route pointing to the firewall VPC
attachment.

(2) The firewall VPC uses TGW Route Table B, which contains propagated VPC CIDRs so that return traffic
reaches the correct VPC.

Because these two tables isolate forward and return flows, routing remains symmetric, predictable, and fully
controlled.

This model creates a cloud-native version of on-premises “north-south + east-west firewalling,” using TGW
routing domains to replicate enterprise-grade security posture.

7 — Why centralized firewall integration with TGW is mandatory for regulated workloads

Financial services, healthcare, government, and PCl workloads require policy-based inspection, mandatory
firewalls, and audit-proof traffic flows. TGW enforces routing structures that guarantee all flows pass through
these inspection layers. The deterministic nature of TGW segmentation prevents accidental bypass even if a
developer misconfigures a route table inside a VPC.

This feature makes TGW essential for meeting compliance frameworks across regulated enterprises.

Question 12 — Inter-Region and Inter-
Account Security Controls for Global TGW
Deployments
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1 — Why cross-region and cross-account security challenges exist and how TGW solves them
structurally

When enterprises expand globally across regions and accounts, routing visibility increases, risk exposure
grows, and connectivity becomes harder to control. Without strong segmentation, a VPC in one region may
accidentally gain visibility into sensitive workloads in another. Transit Gateway resolves this challenge by giving
each region its own TGW and allowing TGW-to-TGW peering with fully independent route governance.

This ensures that cross-region connections are controlled through explicit propagation decisions rather than
implicit default behavior.

2 — How TGW inter-region peering maintains strict propagation boundaries

When TGWs are peered, each region decides which routing domains become visible to the other. Nothing is
automatically propagated. If Region A wants only the “Shared Services Domain” from Region B but not the “Dev
Domain,” it simply propagates the desired prefixes. This creates a globally segmented topology where only
necessary networking paths exist.

This approach prevents global route flooding and maintains controlled, minimal connectivity across regions.

3 — Enforcing region-specific security policies with independent route tables

Each region maintains independent TGW route tables that map to specific security classifications. These route
tables can differ entirely between regions. For example, Region A may require deep packet inspection for all
outbound flows, while Region B may route directly through NAT. TGW's independent regional governance
allows security teams to design region-specific policies without breaking global connectivity.

This is essential for organizations whose regulatory posture varies geographically.

4 — Cross-account segmentation using resource sharing and SCPs

When TGW is shared across accounts via AWS RAM, the security team can combine Resource Access Manager
with Service Control Policies (SCPs) to restrict which accounts can create attachments, modify route tables, or
change propagation settings.

This prevents account owners from bypassing global routing controls or connecting VPCs to unintended
domains.

5 — Diagram: Multi-region + multi-account security segmentation using TGW
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This diagram shows two TGWs in different regions exchanging only the prefixes that are intentionally
propagated, while still supporting segmentation between production, development, and shared service
networks.

6 — How TGW prevents cross-account “lateral movement” in global networks

By isolating propagation domains, TGW prevents a compromised VPC in one account from reaching other
regions or other accounts unless explicitly permitted. Lateral movement is a major security risk in flat
networks. TGW's routing boundaries ensure an attacker in a dev VPC cannot pivot into production
environments or sensitive regional workloads.

This structural segmentation makes global cloud networks inherently more secure.

7 — Compliance, audit visibility, and global governance using TGW

Because TGW centralizes routing governance, security teams can audit routing configurations across regions
and accounts, ensuring that only approved route propagations exist. Every global connectivity decision is
captured in TGW route table configurations, making audits deterministic and repeatable.

This eliminates accidental global exposures and enforces compliance across an expanding multi-account,
multi-region AWS estate.

Question 13 — Scaling Transit Gateway:
Performance, Throughput, and Limits

1 — How to think about “scale” in Transit Gateway: control plane vs data plane
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When we talk about scaling AWS Transit Gateway, we must clearly separate two dimensions: the control plane
and the data plane. The control plane is responsible for managing attachments, route tables, route
propagation, and BGP updates from VPN/DX. The data plane is responsible for actually forwarding packets at
high speed between attachments. TGW is horizontally distributed inside a region, so there is no single
hardware router that becomes the bottleneck. Instead, AWS manages a fleet of TGW nodes, each participating
in the forwarding mesh. For us as architects, “scaling TGW" means designing in a way that does not overwhelm
route-table capacities, attachment counts, or per-flow throughput expectations, and ensuring that we can
horizontally scale by partitioning networks into multiple TGWs or multiple routing domains when needed.

The key idea is: TGW is already architected to scale, but our design decisions (number of VPCs per TGW, route-
table structure, attachment distribution, peering patterns, and hybrid connectivity design) determine whether
we use that scale properly or accidentally create choke points at the logical level (for example, one TGW with a
huge monolithic route table attached to everything).

2 — Attachments, route tables, and route count limits as primary scaling boundaries

Every TGW has documented quotas: maximum number of VPC attachments, maximum VPN attachments,
Direct Connect associations, maximum route tables, and maximum routes per route table. The exact numbers
can change over time and some can be increased via support, but architecturally, we must design assuming
these are real boundaries. If we keep adding VPCs into a single TGW and push thousands of prefixes into a
single route table, we push the control plane near its soft limits, which increases configuration complexity and
risk. The right scaling approach is to use multiple route tables to logically partition routing domains (prod,
dev, shared, regulated, partner, etc.) and to control propagation so that each table sees only the prefixes it
truly needs.

This keeps each route table compact, improves human readability, simplifies troubleshooting, and avoids
pathological cases where one misconfiguration in a gigantic table affects connectivity for the entire enterprise.

3 — Data-plane throughput scaling: per-attachment throughput and horizontal fan-out

Transit Gateway data-plane scaling is primarily experienced at the attachment level. Each VPC attachment, VPN
attachment, or DX association can process only a certain amount of bandwidth before hitting its soft limits.
Because TGW works at region scale, it does not expose per-node hardware metrics; instead, we design by (a)
distributing high-throughput workloads across multiple VPCs and attachments, and (b) avoiding funneling all
traffic for a region through a single TGW attachment unless we intentionally want a chokepoint (e.g., central
firewall tier).

If a particular pattern (such as centralized egress or a single inspection VPC) risks becoming a data-plane
bottleneck, the correct scale pattern is to shard that role: multiple egress/inspection VPCs, potentially multiple
TGWs for different lines of business, or multiple regional egress clusters. TGW's job is then to route traffic into
the right one, not to push all traffic through a single logical pipe.

4 — Horizontal scaling using multiple TGWs and domain-based partitioning



In very large deployments, a single TGW may not be the ideal shape for the entire organization. Instead, we can
run multiple Transit Gateways in the same region, each representing a logical macro-domain: for example,
TGW-Prod, TGW-Dev, TGW-Partners, TGW-Regulated, etc. Each TGW owns a set of VPCs and hybrid
connections, and if needed, we can connect these TGWs together using peering attachments (or keep them
fully isolated for stronger segmentation).

This “multi-TGW" pattern spreads attachment counts, route tables, and routing decisions across multiple
backbones. It also allows independent change management: the dev TGW can be modified frequently without
touching the regulated TGW. In other words, we scale not only vertically (using the capacity of a single TGW)
but horizontally (decomposing the enterprise network into multiple TGWs).

5 — Scaling across regions: TGW peering and global fan-out of routes

When expanding globally, each region owns its own TGW. Scaling in this dimension means carefully controlling
which prefixes propagate across TGW peering links. If we simply allow every regional TGW to propagate all its
routes to every other TGW, we create a global routing table explosion and increase blast radius. Instead, we
scale logically by sharing only essential prefixes across regions: shared services, SSO infrastructure, core
platforms, DR targets, and specific cross-region application pairs.

This keeps each regional TGW's control plane bounded in complexity. We get a “loosely coupled” global
network: interconnected enough to meet business needs, but not collapsed into a single giant global routing
swamp.

6 — Diagram: Scaling TGW using multiple routing domains and multi-TGW partitioning
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This diagram shows how we can create multiple TGWs per region and multiple regions, with peering links
only where necessary. Scale is achieved by decomposition and clear routing domains, not by forcing everything
through one monolithic TGW.

7 — Monitoring, observability, and feedback loops as part of scaling TGW

True scaling is not just about architecture; it is about observability. To keep TGW healthy at scale, we must
continuously monitor: data processing metrics, attachment metrics, VPN tunnel health, DX BGP session states,
and TGW Flow Logs. These metrics reveal hot spots (e.g., a single attachment carrying most of the load), route
convergence issues, asymmetric routing patterns, or unexpected traffic paths. With this telemetry, we can
iteratively refactor: split a TGW into two, partition a route table into multiple domains, or introduce additional
inspection/egress VPCs to spread load.

In short, TGW gives us the primitives; scaling is achieved by combining those primitives with disciplined
routing design and continuous feedback from monitoring data.

Question 14 — Designing Highly Available,
Resilient, Multi-Region Enterprise Networks
with TGW

1 — High availability fundamentals: AZ-level resilience inside a single region

The first layer of high availability in TGW comes from its multi-AZ design. TGW creates ENIs in multiple
subnets across Availability Zones for each VPC attachment. Internally, the TGW nodes are distributed across
AZs as well. If one AZ experiences issues, traffic can continue using attachment ENIs and TGW nodes in other
AZs. For us as architects, the requirement is to ensure that VPC attachments are created with subnets in all
required AZs, and that our workloads also run in multiple AZs so they can use those paths.

At this layer, high availability is about intra-region resilience: no single AZ failure should break connectivity
between VPCs, hybrid links, and shared services.

2 — Resilience of hybrid connectivity: VPN redundancy, DX resilience, and failover into TGW

Hybrid networks must survive WAN circuit failures, router issues, or DC-level outages. We design resilience by
combining: multiple VPN tunnels per connection, multiple customer gateways, multiple Direct Connect links,
and potentially multiple DX locations (colos). All of these feed into TGW as multiple attachments or multiple
BGP paths. On-premises routers see TGW as a set of BGP next hops; TGW sees on-prem as multiple
attachments. Routing policies (BGP preferences and static route priorities) are configured so that traffic prefers
primary WAN paths (e.g., DX) and fails over to secondary paths (e.g., VPN) when necessary.
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From TGW's perspective, resilience is built by having at least two hybrid attachments across independent
failure domains (separate devices, links, or locations). TGW then becomes the stable cloud-side anchor for
whatever failover policy the WAN team implements.

3 — Multi-region HA: active-passive vs active-active with regional TGWs

True enterprise resilience requires surviving regional failures or major disruptions. With TGW, we design this
with one TGW per region and then decide whether to operate them in active-passive or active-active mode.
In active-passive, one region is primary for a given set of workloads; all traffic flows primarily through the
regional TGW in that region. Another region hosts standby copies of VPCs, databases (via replication), and
shared services. If Region A fails or is degraded, we re-point hybrid traffic (via WAN or DNS) toward Region B's
TGW and propagate routes so that users reach the secondary region.

In active-active, both regions serve traffic concurrently. TGWs in each region are peered, and routing plus
application design ensures that user requests are sent to the nearest or most available region, often via DNS-
based load balancing (e.g., Route 53 latency routing) plus global accelerators. Here, TGW peering is used not
just for DR, but for day-to-day traffic between regions (shared services, data replication, control-plane traffic).

4 — Designing failure domains: limiting blast radius with multiple TGWs and structured peering

High availability is not merely “more connectivity”; it is controlled connectivity. If a design collapses too many
workloads into a single TGW and route table, a misconfiguration in that one place can affect the entire
enterprise. We avoid this by deliberately defining failure domains: each TGW and each route table represents
a boundary within which a mistake or outage is contained. For example, we may design:

- ATGW dedicated to production critical workloads.
- A separate TGW dedicated to dev/sandbox.
- Another TGW dedicated to partner connectivity or third-party networks.

These TGWs can remain fully isolated or be selectively peered.

By defining these failure domains explicitly, we limit the blast radius of any misconfiguration, any routing bug,
or any security event. A resilient network is one where a problem never becomes global by default.

5 — Diagram: Multi-region, multi-TGW, high availability enterprise pattern

Region A 0

| TGW-Prod-A | TGW-Shared-A | |

I
I
Prod VPCs (A) Shared Services (A) |
I
|




| TGW Peering (selective routes) |

Region B

| TGW-Prod-B | TGW-Shared-B |

Prod VPCs (B) Shared Services (B)

This diagram shows multiple TGWs per region, plus peering between regions. Each TGW has a defined
responsibility: production workloads or shared services. Failures or changes in one TGW do not automatically
affect the others.

6 — Combining security, segmentation, and HA in one cohesive design

A resilient network must be both highly available and securely segmented. These goals are not in conflict; they
reinforce each other. TGW route tables define security domains (prod, dev, restricted, shared, partner). Within
each domain, we ensure high availability through multi-AZ attachments, multiple hybrid links, and multi-region
TGWs. Cross-domain connectivity (for example, prod — shared services) is defined by explicit propagation
rules that are duplicated in both primary and secondary regions.

So, during failover, we do not “invent” new connectivity; we simply activate an already-defined set of routing
relationships in the secondary region. This approach avoids surprises during DR events and maintains the
same security posture in both primary and DR regions.

7 — Operational readiness: testing failover, simulating outages, and refining the TGW design

A multi-region TGW architecture is only truly resilient if failover has been tested. That means regularly
simulating link failures (shutting down a VPN tunnel, withdrawing a DX prefix), AZ failures (removing an AZ's
subnets from attachment), or regional unavailability (forcing all traffic toward the secondary TGW). During
these tests, teams measure convergence times, application behavior, session survival, and monitoring visibility.
The feedback from these drills is then used to refine TGW route tables, propagation rules, BGP preferences,
and multi-region patterns.

This continuous loop—design — implement — simulate — refine—is what turns TGW from “just another AWS
service” into the backbone of a battle-tested, highly available enterprise network.
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Question 15 — Routing Between VPCs, Data
Centers, and SD-WAN Systems via Transit
Gateway

1 — How TGW becomes the unified routing hub across cloud, datacenter, and branch/SASE/SD-WAN
environments

Modern enterprises rarely operate exclusively in AWS. They maintain a mix of datacenters, remote offices,
MPLS networks, SD-WAN fabrics, VPN headends, partner networks, and cloud platforms. Historically, routing
between these environments required complex meshes of tunnels, custom routers, or manual overlay
topologies. TGW eliminates this fragmentation by serving as the single routing aggregation point inside AWS.
Every VPC, datacenter link (VPN or Direct Connect), and SD-WAN connector aggregates into TGW. This makes
TGW the routing nexus where cloud and on-prem networks intersect.

In this model, the enterprise WAN sees AWS as a single large virtual router, while AWS sees the WAN as a
single controlled hybrid domain. TGW converts the previously complex hub-and-spoke or partial-mesh
hybrid networks into a simplified, centrally governed structure.

2 — How VPC-to-datacenter routing works through TGW using static routes and BGP propagation

When a datacenter connects via VPN or Direct Connect, its router advertises on-prem prefixes to TGW using
BGP. TGW receives those prefixes and propagates them into selected TGW route tables. VPCs using those
route tables instantly gain reachability to the datacenter without maintaining individual VPN tunnels. For
outbound flows, VPC route tables contain static entries (such as 10.0.0.0/8 or 172.16.0.0/12) pointing to the
TGW attachment. TGW route tables then select the correct datacenter attachment based on BGP-learned
paths.

For return traffic, the datacenter router sees TGW as the next hop for cloud CIDRs and returns traffic through
the same BGP session that advertised them. Thus, TGW produces full symmetric routing between VPCs and
the on-premises network, even across multiple accounts and VPCs.

3 — How SD-WAN appliances integrate with TGW and why SD-WAN prefers TGW's transitive model

Traditional SD-WAN systems form tunnels to multiple endpoints. But in cloud this becomes unmanageable.
SD-WAN vendors solved this by allowing their edge devices to form tunnels only to TGW, instead of every VPC.
This dramatically simplifies cloud integration. The SD-WAN fabric then advertises branch prefixes to TGW,
receives VPC prefixes, and applies SD-WAN policy rules (QoS, application steering, traffic prioritization).

TGW thus becomes the cloud-side hub for the SD-WAN mesh. SD-WAN controllers treat TGW as the logical
destination for all cloud-bound traffic. This reduces branch router complexity and creates a predictable,
centralized integration pattern.
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4 — Multi-path routing from TGW to datacenter and SD-WAN
Hybrid networks often include parallel connectivity options:

- Direct Connect links for primary, high-throughput traffic

- IPSec VPN tunnels as backup

- SD-WAN overlay tunnels as additional failover or steering paths

TGW combines these sources of reachability and enforces preferences using route table static overrides and
BGP path attributes. For example, we may define: prefer Direct Connect for large data transfers, fail to SD-
WAN for application-aware routing, and fail to VPN for deep redundancy.

TGW orchestrates these layered paths without requiring VPC owners to understand WAN design. This
decouples cloud routing from WAN engineering, while still providing global policy consistency.

5 — Diagram: TGW routing between VPCs, data centers, and SD-WAN

AWS Transit Gateway [
Unified Cloud-Datacenter-SDWAN Hub |

T v 1 | v 1
| VPN / DX | | SD-WAN Edge |
| on-Prem DC | | Branch/office |
L . | L . |
I I
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| TGW Hybrid Route Domain |
I T T I I
I I |
| v 1T v |
| VPC A | | VPC B

| Prod workloads | | Dev Services
L 1 L

| VPC C |

| shared Svc |
L |

This diagram shows the datacenter (via VPN/DX) and SD-WAN both feeding into TGW, which then distributes
connectivity to many VPCs.

6 — Why TGW is the correct place for cross-environment traffic enforcement

Routing between three critical environments—VPCs, datacenters, and branch networks—must be controlled,
audited, and secured explicitly. TGW's routing domains allow security teams to enforce segmentation between
cloud tiers, on-prem legacy systems, and branch networks. SD-WAN may send everything to AWS, but TGW
decides what the AWS environment exposes in return.



Thus, TGW becomes the authoritative control plane for global enterprise network segmentation, preventing
accidental cross-talk or lateral movement between mismatched network tiers.

Question 16 — Transit Gateway in Shared
Services and Hub-and-Spoke Architectures

1 — Why shared services architectures require a routing hub and how TGW fulfills this role

Shared services—DNS resolvers, AD/LDAP, patching systems, CI/CD controllers, logging ingest nodes, identity
agents, proxy services, KMS integration layers—must be reachable from many VPCs across many accounts.
Without TGW, every VPC would need direct connectivity to the shared services VPC, forming hundreds of point-
to-point links. TGW solves this by centralizing shared services into a dedicated routing domain and publishing
that domain’s CIDRs into every environment that must consume them.

This creates a cloud-native hub-and-spoke design where TGW is the hub, shared services is one of the “core
spokes,” and workloads are the outer spokes.

2 — How TGW implements hub-and-spoke technically using associations and propagations

Each workload VPC associates with a routing domain appropriate to its environment (prod, dev, test,
restricted). The shared services VPC propagates into all those domains so that workloads can reach shared
services. But workload VPCs do not propagate back into shared-services-only domains unless required. This
prevents workloads from accidentally discovering or influencing each other.

TGW's dual mechanism—association for inbound routing, propagation for route visibility—gives precise
control over hub-and-spoke reachability.

3 — How shared services remain isolated despite being globally reachable

Shared services VPCs are reachable from many VPCs, yet they must remain secure. Their VPC route tables
typically contain return routes to all attached TGW domains, but security groups and inspection layers filter
what flows are permitted. Meanwhile, TGW segmentation ensures workloads never see each other’s prefixes.

Thus, shared services become globally reachable without becoming a lateral movement vector.

4 — Building multi-hub architectures: separate hubs for Prod, Dev, Partner, and Regulated workloads
Large enterprises rarely have a single shared services hub. Instead, they often host:

- Shared Services for Prod

- Shared Services for Dev/Test

- Shared Services for Restricted/PCl
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TGW enables the creation of multiple hubs, each living in its own VPC and its own route table domain.
Workload VPCs connect only to the appropriate hub based on classification.

This avoids the common anti-pattern where dev workloads can accidentally reach production DNS, production
logging endpoints, or regulated services.

5 — Diagram: TGW hub-and-spoke shared services model
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This diagram illustrates the shared services hub (one of TGW's central spokes), with separate prod and dev
routing domains.

6 — Why hub-and-spoke via TGW simplifies governance and operational consistency

Because all connectivity passes through TGW, governance becomes centralized. The network team controls:
shared services reachability, dev «» prod separation, on-prem « cloud routing symmetry, and compliance
boundaries. Application teams simply connect their VPC to the correct TGW domain and automatically receive
the required services.

This structure eliminates ad-hoc routing, reduces human error, and enforces consistent patterns across
hundreds or thousands of VPCs.

7 — How multiple shared services VPCs integrate into global multi-region TGW architectures



When enterprises deploy TGWs per region, they typically deploy shared services VPCs per region as well—
regional DNS, regional authentication, regional CI/CD pipelines. Each region’s shared services VPC integrates
with its regional TGW, and select services may propagate across TGW-TGW peering links to other regions.

This produces a hierarchical, globally modular design: each region has its own hub, and cross-region
dependencies remain intentional and minimal.

Question 17 — Monitoring, Logging, and
Observability for AWS Transit Gateway

1 — Why observability is critical for TGW and why routing visibility cannot be inferred from application
symptoms

Transit Gateway sits at the absolute center of the enterprise cloud network, forwarding packets between VPCs,
datacenters, SD-WAN systems, partner networks, and inspection VPCs. Because TGW abstracts a distributed
regional routing fabric, no single VPC or on-prem device sees the full routing picture. Without explicit
observability, routing anomalies, asymmetric paths, blackhole routes, and propagation misconfigurations can
hide beneath normal-looking VPC-level network logs. TGW observability therefore exists to expose flow-level
visibility, route-table-level insight, attachment metrics, propagation states, and control-plane events that are
otherwise invisible.

Thus, observability for TGW is not optional. It is the mechanism through which we maintain deep
understanding of complex multi-domain, multi-account, multi-region routing behavior.

2 — TGW Flow Logs as the primary source of real-time flow visibility

Transit Gateway Flow Logs function similarly to VPC Flow Logs, but at the TGW routing layer rather than the
instance or subnet level. TGW Flow Logs capture every flow that traverses the TGW data plane—source,
destination, interface type (attachment), action (accepted/rejected), and bytes transferred. TGW Flow Logs can
be streamed to Amazon S3, CloudWatch Logs, or Kinesis Data Firehose.

Because TGW handles transitive traffic, TGW Flow Logs reveal inter-VPC traffic that is invisible to both VPCs
involved. They also reveal hybrid flows (datacenter — TGW — VPC), SD-WAN flows, and inspection flows. This
makes TGW Flow Logs the definitive tool for diagnosing connectivity issues, identifying unauthorized flows,
verifying segmentation boundaries, and auditing compliance.

3 — Metrics and performance telemetry: data processing, packet counters, and attachment health

AWS exposes Transit Gateway metrics through CloudWatch. These include bytes in/out per attachment,
packets in/out, data processing amounts (which correlate with TGW billing), and attachment health indicators.
VPN attachments expose tunnel up/down states, BGP session statuses, and metric spikes that may indicate
poor WAN performance or packet loss.
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Monitoring these metrics is essential for capacity planning. If a particular inspection VPC attachment shows
disproportionate throughput, it may be approaching architectural bottlenecks. If a VPN attachment suddenly
drops traffic, the issue may be in the datacenter or SD-WAN underlay. TGW metrics surface these conditions
before they impact applications.

4 — Route table introspection: visualization of propagation, associations, and routing paths

AWS provides the Transit Gateway console view and API access to route tables, showing which attachments
propagate into each route table and which associations map to them. For architects, this is the blueprint of the
enterprise routing structure. Observability tools that visualize TGW route tables allow engineers to understand
why a particular VPC can or cannot reach another environment, how failover works, whether default routes
exist, and how static and propagated routes interact.

This helps eliminate guesswork and ensures routing governance stays consistent as new VPCs and accounts
are onboarded.

5 — Using Reachability Analyzer with TGW to validate end-to-end routing

AWS Reachability Analyzer can simulate connectivity between resources—even across TGW. It evaluates VPC
routes, NACLs, security groups, TGW route tables, and hybrid routing rules to determine whether a path exists
between two endpoints. For transit gateway networks with multiple routing domains, inspection VPCs, and
multi-tier segmentation, Reachability Analyzer becomes essential for validating that security posture is correct.

It also helps uncover subtle mistakes: missing propagation, an incorrect association, or a route conflict due to
overlapping CIDRs.

6 — Diagram: Observability architecture for TGW networks

Transit Gateway Observability Stack

[ 1 [ 1 [ 1 I
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L | L | L | |
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This diagram represents the TGW observability pipeline: flow logs, metrics, dashboards, and forensic logs
feeding into governance.

7 — Using observability for governance, security auditing, and segmentation validation



Because TGW centralizes routing, observability data can validate whether the segmentation model is working
exactly as intended. TGW Flow Logs reveal whether a dev VPC is attempting to reach production services;
metrics reveal whether an inspection VPC is overloaded; route tables reveal whether a new VPC attachment
accidentally leaked its prefixes into a restricted domain.

Thus, observability becomes not just troubleshooting but a continuous governance engine for large-scale AWS
networking.

Question 18 — Cost Architecture for Transit
Gateway Across Accounts and Regions

1 — Core cost components of TGW: attachments, data processing, and inter-region peering

Transit Gateway pricing is based on three pillars: (1) attachment-hour costs for every VPC, VPN, DX, or TGW-
peering attachment; (2) data processing charges for each GB that flows through the TGW; and (3) additional
costs for inter-region TGW peering traffic. Understanding these cost vectors is crucial because TGW sits on the
primary data path for many workloads. An enterprise with dozens of VPCs and hybrid connections may
accumulate significant attachment hours and data processing charges.

Therefore, cost architecture involves aligning TGW design with expected traffic flows and ensuring the TGW is
not unnecessarily inserted into paths where direct network paths exist.

2 — How centralized egress, when misconfigured, can inflate TGW data-processing charges

A common anti-pattern is routing all outbound internet-bound traffic from all VPCs through a single
centralized egress VPC. This model can be correct for inspection and compliance, but if traffic volumes are
heavy (e.g., media workloads, data analytics, S3 transfer jobs), TGW becomes a high-throughput middleman.
Because TGW charges for all data processed, unnecessary routing through TGW multiplies costs.

If inspection is not required for high-volume flows, workloads can use VPC endpoints or private links to bypass
TGW for workloads that do not require centralized governance. Cost-optimized TGW design means pushing
only necessary traffic through TGW.

3 — Multi-region peering costs and how to minimize global traffic charges

TGW inter-region peering charges apply to all traffic that flows across TGW peering attachments. Some
enterprises inadvertently create global routing tables that propagate many internal prefixes across regions,
causing unnecessary cross-region flows. To minimize this, we only propagate essential shared services, DR
paths, or specific application dependencies across TGW peers.
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Traffic that does not need cross-region movement should remain region-local. This reduces both latency and
cost.

4 — Cost reduction strategies using routing segmentation and selective propagation

Routing segmentation is not just a security tool; it is a cost tool. By creating domain-specific route tables,
workloads are prevented from sending traffic to unnecessary destinations. This has two benefits: traffic
remains localized, reducing TGW data processing; and workloads do not inadvertently transit TGW for
destinations that could be reached more efficiently through private link, VPC endpoints, or direct peerings.

Selective propagation ensures that only required network paths exist, keeping cost aligned with business need.

5 — Diagram: Cost-aware TGW architecture
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This diagram illustrates cost-conscious routing: only essential workloads use TGW, while data-heavy VPCs use
alternative paths when inspection/governance is unnecessary.

6 — Multi-account cost allocation and chargeback considerations

In large enterprises, multiple accounts share TGW through AWS RAM. Costs (attachment hours + data
processing) are billed to the owner account of the TGW. Organizations often implement cost-allocation tags or
billing consolidation so that shared-services teams can charge back TGW costs to business units.

Without chargeback, teams may be incentivized to route all traffic through TGW, increasing enterprise costs
without visibility. Proper cost governance aligns resource usage with accountability.

7 — Cost architecture principles for scaling TGW economically



A scalable TGW design is cost-efficient when it:

- Keeps routing domains lean

- Minimizes unnecessary TGW data movement

- Avoids funneling all internet-bound or data-heavy workloads through TGW unless strictly required
- Uses private link and VPC endpoints for high-volume service access

- Keeps cross-region propagation minimal

These principles ensure TGW remains the enterprise routing backbone without becoming a cost liability.

Question 19 — Consolidated End-to-End
Enterprise Architecture Using Transit
Gateway

1 — A unified view of AWS Transit Gateway as the backbone of global enterprise networking

When we consolidate everything learned across the TGW framework, a single architectural narrative emerges:
AWS Transit Gateway becomes the central nervous system of the enterprise cloud network, orchestrating
connectivity between thousands of VPCs, dozens of AWS accounts, multiple global regions, multiple
datacenters, SD-WAN fabrics, partner networks, shared services hubs, inspection layers, and multi-tier security
boundaries. The TGW is not an isolated AWS service; it is the structural layer that carries policy, governance,
segmentation, compliance, and traffic engineering across every part of the AWS environment. Because TGW is
regionally distributed, highly available, multi-attachment, and fully integrated with AWS Organizations, it acts
as both the central router and the central policy engine for routing intent.

At the deepest level, TGW replaces the old networking paradigm where cloud networks were stitched together
manually using mesh peerings, scattered VPNs, one-off DX links, and a mix of ad-hoc firewall topologies.
Instead, TGW creates deliberate routing domains, each representing an enterprise trust boundary: production,
development, regulated workloads, partner access, shared services, inspection domains, hybrid on-prem
domains, and cross-region interconnects. This segmentation is foundational. It defines not only which
workloads can communicate but also which are intentionally isolated, which routes propagate where, and
which attachment serves as the enforcement point for outbound and inbound flows. Because associations
define the inbound routing context and propagation defines route visibility, the enterprise can express
complex routing behaviors with deterministic clarity.

The consolidated architecture creates a multi-layered routing model: workloads live in workload domains;
shared services live in shared services domains; hybrid links live in hybrid domains; inspection VPCs run in
appliance domains; and cross-region TGWs interconnect these domains through selective propagation. The
key architectural theme is separation of concerns. VPCs do not carry the complexity of mesh connectivity; the
WAN does not need to know each cloud subnet; firewall appliances do not need full multi-hop steering; and
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application teams do not need to understand BGP or underlay routing. Transit Gateway abstracts all these
concerns, allowing each function to operate in its own layer while TGW defines the connectivity fabric across
layers.

Hybrid integration forms another critical component. Datacenters and SD-WAN systems connect to TGW using
VPN or Direct Connect attachments, with BGP dynamically advertising routes. These hybrid paths feed into
TGW route tables where they become part of the same governance framework as VPCs. Through this, VPCs
gain symmetric, deterministic paths to datacenter applications, and datacenters gain clean, aggregated
visibility into cloud CIDRs. At global scale, regional TGWs peer through the AWS backbone, enabling controlled
cross-region flows. Nothing propagates automatically; everything propagates intentionally. This prevents
dangerous global route flooding and ensures the enterprise architecture remains modular, predictable, and
minimalistic.

Inspection and security enforcement are also centralized. Firewalls, gateway load balancers, and appliance
VPCs sit behind TGW in inspection domains. Static routes force outbound or east-west traffic into these
inspection layers, while appliance mode guarantees symmetric flow. TGW's routing fabric ensures that all VPCs
—regardless of region, account, or environment—consistently adhere to enterprise firewalling policies. This
allows enterprises to maintain compliance in PCl, HIPAA, FedRAMP, SOX, and internal audit frameworks
without scattering inspection logic across hundreds of VPCs.

Shared services form the other end of the centralization equation. Identity, DNS, logging, metrics, CI/CD tools,
centralized S3 buckets, licensing servers, and directory services live in shared-services VPCs. These VPCs
propagate to multiple TGW domains and serve as the “always-reachable core,” while workloads propagate only
into the domains that require access. This structure guarantees that domains remain isolated from each other
but connected to shared operational components. This model extends across regions when enterprises
require globally distributed identity or DNS services.

Finally, high availability and resilience emerge naturally from TGW's design. Within a region, TGW is already
multi-AZ and horizontally distributed. Across regions, TGW-to-TGW peering forms regionally isolated fault
domains with controlled connectivity. At large scale, enterprises deploy multiple TGWs per region (Prod TGW,
Dev TGW, Partner TGW, Restricted TGW), each representing its own failure surface. An outage or
misconfiguration in one domain does not cascade across the enterprise. Combined with observability—flow
logs, CloudWatch metrics, reachability analysis—the result is a system that is not only powerful but
governable.

TGW consolidates routing, segmentation, security enforcement, hybrid integration, multi-region connectivity,
shared services architecture, and high availability into one cohesive backbone. It becomes the single source of
routing truth—the architectural substrate on which enterprise cloud networks operate consistently,
predictably, and safely.
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Question 20 — Common Misconceptions,
Pitfalls, and Architecture Mistakes in Transit
Gateway Deployments

1 — Misconception: “TGW automatically connects all VPCs once attached.”

This is one of the most common misunderstandings. TGW does not automatically make all VPCs reachable to
each other. Without correct propagation into shared route tables, VPCs remain isolated. Some architects
mistakenly assume an “all-connected mesh” behavior and misconfigure applications expecting connectivity
that the routing plane does not provide. This leads to silent packet drops that developers misinterpret as
application issues.

To avoid this, always design routing domains explicitly. Every propagation decision must reflect business
intent.

2 — Misconception: “Associating a VPC to a route table is enough for both-way routing.”

Association controls only the inbound routing decision—which route table TGW uses to forward traffic
leaving a VPC. It does not control outbound reachability. Many engineers create associations but forget
propagation, causing one-way connectivity or partial routing black holes.

To avoid this: treat association and propagation as two independent levers and verify both directions.

3 — Pitfall: Creating a single giant TGW with a single giant route table

Some teams attach hundreds of VPCs to one TGW and push all prefixes into a single route table. This destroys
clarity, makes troubleshooting nearly impossible, increases risk, and turns TGW into a single point of policy
failure. It also scales poorly for global architectures.

The remedy is to partition TGW into multiple routing domains: production, deyv, restricted, shared services,
partner networks, etc. If scale increases further, deploy multiple TGWs per region.

4 — Pitfall: Centralized egress architectures becoming data-plane bottlenecks

Centralized egress is correct for inspection, but when teams route all high-volume traffic (S3, analytics,
backups) through inspection VPCs, TGW data-processing charges explode and throughput bottlenecks appear.

To avoid this, send only regulated or security-critical traffic through inspection domains. Use VPC endpoints or
PrivateLink for data-heavy services.
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5 — Misconfiguration: Over-propagation of on-premises routes

Many networks mistakenly propagate all datacenter prefixes into all TGW domains. This exposes sensitive
workloads (finance, mainframes, HR, legacy systems) to dev or sandbox VPCs. It also increases routing table
size and widens blast radius.

The correct approach: propagate on-prem prefixes only into the domains that require them.

6 — Pitfall: Using VPN tunnels without BGP dynamic routing

Static-routed VPNs lose path-awareness and break during failover. Without BGP, TGW cannot dynamically
detect tunnel health or automatically withdraw prefixes. This creates intermittent outages and asymmetric
routing.

Always use BGP-enabled VPN tunnels for hybrid architectures.

7 — Misconception: “TGW-TGW peering creates a global super-mesh.”

Some assume that once two TGWSs are peered, routes propagate automatically across regions and transitively
across other peers. This is incorrect. TGW peering is non-transitive and non-propagating by default.
Without deliberate propagation policies, nothing flows.

Always design regional TGWs as independent routing domains with selective peering.

8 — Architecture mistake: Not enabling appliance mode for firewall VPCs

If appliance mode is not enabled, return traffic may use a different AZ or attachment path, breaking stateful
inspection and causing random packet drops that are extremely hard to debug.

The fix: always enable appliance mode for inspection VPC attachments.

9 — Pitfall: Overlapping CIDRs introduced into the same TGW route table

If overlapping prefixes are propagated into the same route table, TGW cannot resolve routing correctly, leading
to blackholing.

To avoid this, use separate route tables for environments with overlapping IP ranges.

10 — Mistake: Treating TGW as “just a router” instead of a segmentation and governance system

The largest conceptual mistake is forgetting that TGW is the governance layer. It is the enforcement boundary
for hybrid connectivity, cross-account boundaries, multi-region routing, segmentation, and inspection chains.
Treating it as a simple L3 router leads to flat architectures, overexposure, and compliance failures.



The remedy is to design TGW as the enterprise control plane: routing domains, layered segmentation,
deliberate propagation, appliance enforcement, and multi-hub architecture.

11 — Misconfiguration: Allowing application teams to modify TGW routing

If multiple accounts have rights to modify TGW attachments or route tables, the risk of accidental outages
increases exponentially.

Use AWS Organizations + SCPs to restrict TGW modification rights to the central networking team.

12 — Pitfall: Neglecting observability and running blind at the routing layer

Without TGW Flow Logs and CloudWatch metrics, teams detect routing failures only after applications break.
They cannot see unauthorized east-west flows or misconfigurations.

The correct practice is to enable flow logs globally and create dashboards mapped to attachment traffic.

13 — Architecture trap: Not testing failover for hybrid and multi-region TGW

Failover is not automatic across datacenters or across regions unless routing policy explicitly supports it.
Teams often forget to test scenarios where BGP withdraws a path or a region’s TGW becomes degraded.

To avoid this, regularly simulate failures and adjust TGW route tables and WAN policies accordingly.

14 — Misunderstanding: Assuming that TGW solves all routing needs alone

TGW cannot replace VPC endpoints, PrivateLink, ALB-based east-west patterns, or application-level traffic
flows. It is the routing backbone, not the entire network solution.

Architectures must combine TGW with service endpoints, load balancers, DNS routing, and security groups for
complete design integrity.

FINAL CONSOLIDATED TRANSIT GATEWAY
MASTER DIAGRAM

GLOBAL ENTERPRISE NETWORK |
Multi-Region ¢ Multi-Account ¢ Hybrid wAN |
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1 — A global view of TGW as the enterprise backbone

This final consolidated image represents the entire enterprise network where AWS Transit Gateway becomes
the single controlling layer that structures connectivity between every workload, hybrid system, region, and
branch. Instead of having each VPC connect to every other network fragment independently, TGW establishes
a coherent, predictable routing backbone. Each TGW domain—prod, dev, shared services, inspection, hybrid—
becomes a carefully defined logical boundary. This converts the entire architecture from “random connections
everywhere” into a clean, mathematically controlled routing system.

The distributed TGW nodes inside each region provide AZ-level fault tolerance and extremely high throughput.
The architecture deliberately separates responsibilities among routing domains, ensuring each domain reflects
a business and security construct: production isolation, development isolation, strict segmentation for
regulated workloads, mandatory inspection flows, and shared services availability.

2 — Workload domains and routing segmentation

The diagram shows a Prod Route Domain and a Dev Route Domain, each containing their own VPCs. These
route tables enforce that Prod VPCs never talk directly to Dev VPCs. Only the Shared Services VPC is
propagated into both domains, permitting access to DNS, authentication, logging, patching, CI/CD, and
monitoring. This design strictly enforces least-privilege routing, eliminating lateral movement paths.
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Association determines which route table a VPC uses for outbound routing, while propagation determines
which VPCs or hybrid networks appear in the route table. This structure gives fine-grained control over
communication paths across thousands of VPCs.

3 — Shared services as the universal reachable core

Shared services form the backbone of enterprise operations—DNS, IAM federation helpers, version control,
logging pipelines, vulnerability scanners, certificate managers, CI/CD orchestrators. These must be reachable
by all workloads but must not expose workloads to each other. The shared services domain achieves this by
propagating into all route tables while workload domains propagate only where needed. Thus, workloads
reach core services without reaching each other.

This solves one of the hardest problems in large cloud estates: how to provide centralized functionality without
accidental cross-account exposure.

4 — Centralized firewall and inspection layer for governance

All outbound, inbound, or east-west traffic requiring inspection is routed through the Inspection VPC. TGW
forces this using static default routes that point to the firewall domain. Appliance mode ensures symmetric
flows even if traffic spans multiple AZs. Behind the firewall VPC sit multi-AZ appliances: intrusion detection,
intrusion prevention, gateway load balancers, deep TLS inspection, and data-loss prevention systems.

This layer enforces compliance (PCl, HIPAA, FedRAMP, SOC2) and ensures every flow crossing trust boundaries
goes through security inspection. It removes the need to place firewalls inside every VPC and ensures uniform
enforcement across the entire organization.

5 — Hybrid connectivity domain integrating WAN, datacenter, SD-WAN, MPLS, and branches

The hybrid connectivity domain takes all on-premises connectivity—Direct Connect for high throughput, IPSec
VPN for redundancy, SD-WAN overlay tunnels for dynamic branch routing—and aggregates them into TGW.
Datacenter routers use BGP to advertise on-prem prefixes, and TGW publishes selected VPC ranges back to
the datacenter. This creates perfect symmetric routing between cloud and datacenter.

SD-WAN integration further simplifies global routing by presenting TGW as the single cloud hub for all
branches. Instead of on-prem routers maintaining dozens of tunnels, they establish a single set of tunnels to
TGW. TGW then distributes routing based on enterprise segmentation rules.

6 — Inter-region architecture and global HA

Each region has its own TGW, forming regional failure domains. These TGWs peer over the AWS private
backbone. They share only minimal, intentional routes—shared services, DR synchronization paths, and
selected production dependencies. By not propagating every prefix globally, the architecture ensures clean
separation, regional containment, reduced blast radius, and improved security visibility.



If Region A becomes degraded, workloads fail over to Region B using DNS routing, WAN redirection, or
application-level mechanisms. Because routing relationships already exist in Region B, failover becomes a
configuration switch rather than a re-engineering exercise.

7 — Multi-layer segmentation: the secret to large-scale stability

The entire architecture is based on the principle that routing structure is the first layer of security. TGW
segmentation prevents inappropriate cross-network traffic paths even if security groups or application settings
are misconfigured. Workloads can never laterally move to domains they were not intended to reach because
no route exists at all.

Every routing domain becomes a trust zone. Every propagation rule becomes a contractual connectivity
decision. This removes ambiguity and enforces deterministic connectivity across the global network.

8 — High availability and multi-AZ redundancy built into every TGW component

Inside each region, TGW attaches to multiple subnets per AZ and distributes forwarding across multiple
internal TGW nodes. If an AZ fails, TGW routing continues uninterrupted. The inspection VPC uses multi-AZ
firewall clusters. The shared services VPC uses multi-AZ workloads. VPN tunnels come in pairs per CGW, DX
connections have redundant physical circuits, and SD-WAN fabrics establish multiple overlay paths.

The network design becomes resilient by structure, not by luck.

9 — Observability across the entire routing fabric

TGW Flow Logs capture every transitive flow—VPC to VPC, VPC to datacenter, SD-WAN to cloud, inspection VPC
bypass attempts. CloudWatch captures throughput, packet drops, tunnel states, and attachment performance.
Combined with reachability analysis, the enterprise gains complete visibility into the routing plane, revealing
exactly how traffic flows at all times.

This observability layer is what turns TGW from a routing engine into a governance engine.

10 — Cost efficiency through selective propagation and minimal traffic paths

Because TGW charges per GB of data processed and per attachment hour, cost architecture becomes part of
routing architecture. Workloads that do not require TGW (e.g., S3-heavy analytics) avoid TGW by using
endpoints or PrivateLink. Only traffic requiring segmentation, compliance, or inspection passes through TGW.

The result is an architecture that is not only secure and scalable but also economically sustainable.



